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disk arbitration service



diskarbitrationd - the basics
• system wide service, defined in: 

• /System/Library/LaunchDaemons/com.apple.diskarbitrationd.plist 

• Mach Service: com.apple.DiskArbitration.diskarbitrationd 

• manage disk mounting, unmounting 

• calls mount/unmount under the hood



diskarbitrationd - why we like it?
• runs as root 

• unsandboxed 

• ~ full disk access rights 

• Mach service accessible from 
application sandbox 

• opensource



diskarbitrationd - MIG
• MIG service 

• DA framework abstracts the 
MIG service



diskarbitrationd - mount call flow



CVE-2023-42838 - Sandbox 
Escape



Where is the problem?

NO QUARANTINE 

FLAG!!!! 



why is that a problem?
• no quarantine extended attribute ==> files not quarantined 

• files not quarantined ==> no GateKeeper (technically there is) 

• no GK ==> we can launch anything, included unsandboxed apps 

• can be used for SB escape



CVE-2023-42838 - the issue
• diskarbitrationd doesn't 

add quarantine flag to the 
quarantined disk image 
when mounted 

• ioreg does show the 
property 

• da should check the 
property



CVE-2023-42838 - what goes on?



how to get a /dev/disk in Sandbox?



CVE-2023-42838 - fix

• the kernel will add quarantine flag to every mount if the device is 
quarantined 

• basically the "IOReg" query went down to kernel and performed on 
every mount



call flows



call flow 1.: mount only call





case study: 
+ mount only 

+ mount over root owned dir with user









call flow 2.: mount with 
diskarbitrationd





case study: 
+ diskarbitrationd 

+ mount over root owned dir with user















case study: 
+ diskarbitrationd 

+ attack diskarbitrationd with symlink











CVE-2024-44175- Sandbox Escape & 
LPE 

(UserFS)



CVE-2024-44175 - theory
• diskarbitrationd supports 2 file 

systems 
• backed by KEXT 

• backed by UserFS 

• symlink check is not done in 
UserFS 😎



CVE-2024-44175 - theory
• user ID / owner / etc is not 

passed 

• always run as root





CVE-2024-44175 exploitation



weaponization for LPE



weaponization for SB escape





CVE-2024-44175 fix
• "nofollow" is added to every mount -> no symlinks 

• fskitd gets the original requestor and executes mount with that user



CVE-2024-40855- Sandbox Escape & 
TCC Bypass 

(directory traversal)























the fix



the fix



CVE-2024-27848 - LPE via 
StorageKit



"SIMPLE" WORKFLOW 

WHAT COULD GO 

WRONG?

















CVE-2024-44210 - Bypass 
CVE-2024-27848 - LPE + TCC bypass 

via StorageKit



























the ultimate fix



CVE-2024-40783 - bypass TM 
data protection via APFS



Time Machine
• TM backups are protected by TCC 

• if allowed - we can access all private 
data 

• also allowed if having "Full Disk 
Access" permissions



APFS disk roles
• APFS defines various disk roles 

• TM = Backup



SIP (Sandbox Platform Profile)



Exploit



Fix
• can no longer change / clear APFS disk roles



Disk Utility LPE



Disk Utility meets ASR
• asr (Apple Software Restore) - can restore (bit copy) one disk to another



problem

• Disk Utility doesn't ask for password 

• allows a GUI user to restore a disk 

• exploit: restore a DMG which has a SUID binary





conclusion
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