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disk arbitration service




diskarbitrationd - the basics

® system wide service, defined in:

® /System/Library/LaunchDaemons/com.apple.diskarbitrationd.plist
® Mach Service: com.apple.DiskArbitration.diskarbitrationd
® manage disk mounting, unmounting

® calls mount/unmount under the hood



diskarbitrationd - why we like it?

=

‘ ru n S aS ro O't Executable=/usr/libexec/diskarbitrationd

Identifier=com.apple.diskarbitrationd

Format=Mach-0 universal (x86_64 armb64e)

CodeDirectory v=20400 size=1875 flags=0x0(none) hashes=48+7
Pbtatfaom=enbeddéder=15

Signature size=4442

Signed Time=29 Jun 2024 at 08:29:35
' U n Sa n d bOxed Info.plist=not bound

TeamIdentifier=not set
Sealed Resources=none
Internal requirements count=1 size=76
[Dict]
. . [Key] com.apple.private.LiveFS.connection
® ~ full disk access rights vatue)
00 crue
[Key] com.apple.private.allow-external-storage
[Value]
[Bool] true
. . [Key] com.apple.private.fskit.module-runner
® Mach service accessible from el
[Key] com.apple.private.security.disk-device-access

application sandbox

[Key] com.apple.private.security.storage-exempt.heritable

[Value]
[Bool] true
Key| com.apple.private.vfs.revoke-mounted-device

[Value]
‘ OpenSOurce [Bool] true
[Key] com.apple.private.xpc.launchd.ios-system-session
[Value]
[Bool] false
[Key] com.apple.rootless.datavault.metadata
[Value]
[Bool] true




diskarbitrationd - MIG

® MIG service

® DA framework abstracts the
MIG service

routine
routine

routine
routine

routine

routine
routine

routine
routine

routine
routine
routine
routine
routine

_DAServerDiskCopyDescription
_DAServerDi1skGetOptions

_DAServerDi1skGetUserUID
_DAServerDiskIsClaimed

_DAServerDiskSetAdoption

_DAServerDiskSetEncoding
_DAServerDiskSetOptions
_DAServerSessionCopyCallbackQueue
_DAServerSessionCreate
_DAServerSessionQueueRequest
_DAServerSessionRegisterCallback
_DAServermkdir

_DAServerrmdir
_DAServerSessionSetKeepAlive

simpleroutine _DAServerSessionRelease
simpleroutine _DAServerSessionSetAuthorizattion

simpleroutine _DAServerSessionSetClientPort
simpleroutine _DAServerSessionUnregtisterCallback

siumpleroutine _DAServerSessionQueueResponse
simpleroutine _DAServerDiskUnclaim



diskarbitrationd - mount call flow

DAServerSessionQueuelRequest —% DAQueueRequest
b——) DAAuthorize

checks (sandbox

and privile,ge)

DAMountWItkAr‘gumen‘ts = DARequestMount e DARe_questbislbas‘tch
posix_spawnlmount foee)

- PemiSSionS

DAMountWi‘thAr‘gumen‘tSC DAF‘sle_Syste_mMoun‘bWMr‘
alleackstage : g i



CVE-2023-42838 - Sandbox
Escape




Where is the problem?

@00 = csaby — -zsh — 80x24

Last login: Thu Apr 7 16:08:31 on ttys@el
csaby@Pmonty ~ % touch /Users/Shared/sandboxescape.txt
csaby@Pmonty ~ % mount
/dev/diské4slsl on / (apfs,
devfs on /dev (devfs, local, nobrowse)
/dev/disk4sé on /System/Volumes/VM (apfs, loca
rowse)

/dev/disk4s2 on /System/Volumes/Preb

/dev/diské4s4 on /System/Volumes/ at

/dev/disk2s2 on /System/Vol cal, noexec
nobrowse)

/dev/disk2s1l on Préboot (apfs,
/dev/disk2s3 on ardware (apf

/dev/dls -n /

€N

homek o lume

‘ /Users/csaby/L ) ry/Pr
ers, mounted

ty ~ %

es/Data (a- s,
Datse L

»

apfs,

sealed, local, read-only, jo

journaled, nobrowse)
cay, Journaled, nobrowse)

ournaled, noatime,

aled, nobrowse)

\x‘d, nobrowse)
, nobrowse, protect)

< 100 ntec

NODIOWSE
local, nodev, nosuid, jo




why is that a problem?

® no quarantine extended attribute ==> tiles not quarantined
® files not quarantined ==> no GateKeeper (technically there is)
® no GK ==> we can launch anything, included unsandboxed apps

® can be used for SB escape



CVE-2023-42838 - the issue

object = IORegistryEntrySearchCFProperty(

® diskarbitrationd doesn't edia,

kIOServicePlane,
CFSTR( "quarantine" ),

add quarantine flag to the allocator,

kIORegistrylIterateParents | kIORegistryIterateRecursively

quarantined disk image ¥

when mounted DO

| | +-0 AppleDiskImageDevice@le <class AppleDiskImageDevice, i1d 0x100132el3, registered, matched, active, busy
® (11 ms), retain 9>
A
| "IOMaximumBlockCountWrite" = 4096
"RootDeviceEntryID" = 4294968412
"owner-uid" = 501

® joreg does show the
property

USToragereatures” = Priority"=Yes, "Unmap"=Yes}
"I0Unit" = 30
"Device Characteristics" = {"Serial Number"="04000001-0000-0000-5AAF-000400000000","Product

|
I
L
BN
L
BN
L
IR
I
sk Image","Vendor Name"="Apple","Product Revision Level"="198.100.13"}
|
|
|
|
|
|

"IOMaximumByteCountRead" = 2097152
"IOMinimumSegmentAlignmentByteCount" = 4

Name"="D1
| "owner-gid" = 20
| "IOMaximumBlockCountRead" = 4096
‘ d h Id h k th | "sparse-backend" = Yes
d SNOU cnecC e |
I
I

}

|
|
|
I
property :
|
|
|
|
|
|
|

|
I
|
|
I
I
0,
I
|
I
I
|
I
|
I

"Protocol Characteristics" = {"Physical Interconnect"="Virtual Interface","Physical Interconnect

n"="File"}

| | "device-type" = "Generic"

| | "image-encrypted” = No

| | "IOMaximumByteCountWrite" = 2097152

| | "autodiskmount" = Yes

| | "DiskImageURL" = "file:///Users/csaby/Library/Containers/csaby.MissingQuarantineBypass/Data/new.dmg"

| | "InstanceID" = "04000001-0000-0000-5AAF-000400000000"

| | "image-format-read-only" = No

|

- —



CVE-2023-42838 - what goes on”?

—% DADiskCreateFromIOMedia |———> IORegistryEntrySearchCFProperty

l

add quarantine Plo«j mount oplion

ot fde i) ——>( D ADiskCrenteFromBSbane



now to get a /dev/disk in Sandbox?

unmount /dev/diskxsY
o(rop DMG ——% run; open DMG ——> using diskarbitrationd |= = = —> M‘ount‘/dev/disk)(s\(
APT using diskarbitrationd

| \
: /dev/diskxsY |
I is created ;
\



CVE-2023-42838 - tix

® the kernel will add quarantine flag to every mount if the device is
quarantined

® basically the "IOReg" query went down to kernel and pertormed on
every mount



call flows




call tlow 1.: mount only call



xnu checks:

- classic user
POSIX permissions
- MAC callout

runs as X
migh't be sandboxed runs as the Qalle,r



case study:
+ mount only
+ mount over root owned dir with user



|

priv: user
‘ta\rge‘t owner: root
disk owner: root

/4 \
A

=



|

/4 \
A

OPERATION
pﬁv: user

‘target owner: root
disk owner: rooct

=



OPERATION

A eriv: user
‘targe‘t owner: root
disk owner: root

FAIL!!l user has no rights over target



call flow 2.: mount with
diskarbitrationd



diskarbitrationd | | |

snu checks:
- classic user

‘ POSIX permissions
M\ﬁh't be Sow\dboxed runs oS root + uy\sa\ndboxe_cx runs as disk owner - MAC fallou‘t

runs as X

diskarbitrationd checks:
- if calling user i == clisk owner id
- sandbox__check



case study:
+ diskarbitrationo
+ mount over root owned dir with user



fOPERATION
pﬁv: user

‘to\rge‘b owner: root
clisk owner: root

diskarbitrationd |

/4 \
A



diskarbitrationd (-

OPERATION
pﬁv: user
‘targe't owner: root
disk owner: root

FALL!! user = root

=



fOPERATION
pﬁv: user

'target owner: root
disk owner: user

diskarbitrationd |

/4 \
A

=



diskarbitrationd |

OPERATION
pﬁv: user

'tarf,e‘t owner: root
disk owner: user

/4 \
A



diskarbitrationd |

/4 \
A

OPERATION
priv: user

‘Ca\rge‘t owner: root
disk owner: user




diskarbitrationd |

OPERATION
priv: user

'to\rge,t owner: root
disk owner: user

|

FAIL!!!l user /= root



case study:
+ diskarbitrationa
+ attack diskarbitrationd with symlink



OPERATION
pﬁv: user
Target: link >
/‘tmp/ mnt

‘targe,t owner: user
Isk owner: user

diskarbitrationd |

/4 \
A

=



OPERATION
pﬁv: user
’to\rge‘t: link ->

/ ‘tmp/ mnT

‘targe‘t owner: user
Isk owner: user




diskarbitrationd |

/4 \
A

OPERATION
priv: user
‘to\r‘ge‘t: link ->
/‘tmp/ mnT

target owner: user
isk owner: user

=



diskarbitrationd |

OPERATION
pPrivi user
Larget: link ->
/‘tmp/ mnt

tan 38"3 owner: user
?sk owner: user

FAIL!!l sonu doesn't follow symlinks C-k)



CVE-2024-44175- Sandbox Escape &
LPE

(UserFS)



CVE-2024-44175 - theory

1f ( useUserFS )
{

® diskarbitrationd supports 2 file

// Retrive the device name in diskXsY format (without "/dev/" ).
argumentList = CFStringCreateArrayBySeparatingStrings( kCFAllocatorDefault, devicePath, CFSTR( "/" ) ):

SyStemS if ( argumentList )

{
CFStringRef dev = CFArrayGetValueAtIndex( argumentList, CFArrayGetCount( argumentList ) - 1 );
context->deviceName = CFRetain(dev);

. baCked b KEXT context->fileSystem = CFRetain( DAFileSystemGetKind( filesystem ));
)/' if ( mountpointPath )

{

® backed by UserFS e

{

context->mountPoint CFRetain( mountpointPath );

context->mountPoint NULL;

}

if ( volumeName )

{

CFRetain( volumeName );

context->volumeName

}

else

{

® symlink check is not done in ettt

if ( CFStringGetLength( options ))

: {
Use rFS @ context->mountOptions CFRetain( options );

CFSTR( "Untitled" );

} else
{

context->mountOptions = NULL;
}

DAThreadExecute(__DAMountUserFSVolume, context, __DAMountUserFSVolumeCallback, context);
CFRelease( argumentList );

}

else

{
status = EINVAL;

}
goto DAFileSystemMountErr;




CVE-2024-44175 - theory

@ R Event Facts

® yser |D/ owner/ etcis not

Metadata Event correlation 2  Process group 2  Initiating process  JSON

Event details

Xpcproxy
fskitd Endpoint Security message details

p a S S e d launchd

fskitd - Eventtype: (& ES_EVENT_TYPE_NOTIFY_EXEC

mount_lifs
Message timestamp: 2024-08-05T15:24:43.5397Z

@ @ Initiating user: root (0)

returnValue = [FSKitDiskArbHelper DAMountUserFSVolume:fsType
deviceName:deviceName
mountPoint:mountpoint @ Starttime: 2024-08-05T15:24:43.539Z

vo lumeName:volumeName
mountOptions:mountOpttons]ﬂ

Process execute details

User: root (@)

I — —EE

- Process name: mount_lifs -PID: 1015 - GID: 1010

- Process path: /sbin/mount_lifs

-« Command line:

/sbin/mount_lifs -v -o
rsize=524288,wsize=65536,readahead=4,dsize=65536,actimeo=10, nodev, noowners, nosuid, noatime, fh=0
100000030000000000000000000000000000000000000000000000000000000000000VVVVVVVVVVVVVVVVVVVRVVVB0
0000000000V VVVVVVVVVVVVVVNVRLAY :/ /Users/tree/mnt

Code signing details

O a\Ways run as root ORI o

- Process signing ID: com.apple.mount_1lifs

- SHA256 Code directory hash: 029a9dc7f13e72b4c26ac8c9c61b94b9b17749ef

. Certificate chain:




’—-\
C -~

'/ runs as the

\ disk owner y,

~ -
- -

-
|
mount KEXT —-9‘ DAFileSystemMountWithArguments I
based FS -
-’
add / runs as h \
-k \ root /
\ N ’

‘- -_—

-
[

mourt | DAFlesystemountwithdrguments | ——>(  call fskitd  J——>  call mount |

ser

\
]




CVE-2024-44175 exploitation

® ® ® ®© © o o o @
® @ o e o o @
&

‘ user: root
moun‘tpoin‘t:

link -> not__ok__place

user: root
moun‘tpoint:

link -> no‘t__.ok__pla\ce,

user: user
‘ mountpoint:
link -> ok_place

user: user
mount poin‘t :

link -> ok_place




weaponization for LPE

/ete/sudoers.d/lpe:
_ 27| Tostaff ALL=(ALL) NOPASSWD:ALL
”

create File A
/ edit

> cupsc’cl —9 sudo su

/
ount over l , I o
" - > cupsctl = | 1) /e,tc/Sualoers.o(/lpe
/etC/cupS /1 \_ 2) cups-Files.cor\F
/

|
\ use

alroP / \
N\

\ cups-Files.conF:

cups-{:ile,s.conF:

Errorlog /ete/sudoers.d/ lpe.
LogFtlePerm 14

Somejunk

| Errorlog /ete/sudoers.d/lpe
LogF?lePe.rm 400

$omejun|<




weaponization for SB escape

g A

mount over

~/ mery/ Preferences run "/bin/zsh ~/ L?ery/ Preferences/ lpe.slrs"
S / S J
/
/
/
/
/
s pe.sh: :
3P read
S o shell seript to achieve LPE /

com.apple..'rerminal.phstz

Commano(Stﬁng:
/bin/zsh ~/Library/Preferences/ lpe.sl«



& Finder

@) Recents
2 Applicati...
(= Desktop

(Y Documents
@ Downloads
} n0Ob

I - - \—v"‘ - =
Locations

Guest

Tags
® Red

® Orange

Yellow

< iCloud Diri...

File Edit

<

-
-
u

| & &

View Go Window

n00b

DAUserFSSbxLPE
DAUserFSSbxLPE.zip
Desktop

Documents

' Downloads

Movies

Music

' Pictures

7 Public

Help

<>

000
000

o iz§ @ Q

) v

Q

()
-

Thu Oct 3 22:49




CVE-2024-44175 tix

® "nofollow" is added to every mount -> no symlinks

® fskitd gets the original requestor and executes mount with that user



CVE-2024-40855- Sandbox Escape &
TCC Bypass
(directory traversal)




snu checks:
- classic user

runs as the disk owner POSIX permissions
runs as X - MAC callout

migh‘t be sandboxed

runs as root + unsandboxed

diskarbitrationd checks:
- call:ng user id == disk owner id
- sandbox__check



diskarbitrationd ___>

ADiskMoun‘tWI‘thArgumentSC ommon AServerSessionQueuelRequest
re,alpocth FUR(—Cf‘e&'tel:roml:ileSys‘temRepresen‘to\‘tion
CFURLC reatthomF}leSL/s‘CemRepresentation sandbox_checkby__audit__token
- removes / B Pe'molv es / l - removes /
- resolves symlink - resolves symlink - resolves symlink
ONLY FOR THE TIME OF CHECK!! FINAL RESOLUTION!!

PERSISTENT!!



diskarbitrationd ___>

ADiskMountWithArgumentsCommon AServerSessionQueueRequest
real eath FURLCreat eFromFIle_SL/S‘te Representation
CFURLCreateF mF}leSys‘temRepresenta‘tion sandbox__checkby__aud3t token
- removes ../ - rewmoves ../
- removes ../ - resolves symlink - resolves symlink

- re,solve_s St/w\hnk
ONLY FOR THE TIME OF CHECK!I FINAL RESOLUTION!!

PERSISTENT/!

THE PATH IS UNCHANGED ==> plo\cing A symhr\k
will cause it to Fail at snu



diskarbitrationd __>

AD, Moun‘tWI‘thAr3 entsCommon AServerSessionQueueiRequest
reaNth FURLCreateFromFileSystemRepresentation
CFURLNec eFromF?leSn/s’CemRepresenta'tion sandbox__ckeckby_.aud?t__token

-~ v / - remoVves / - removes /
= CRSOIVAS SVW\ N
ONLY FOR THE TIME OF CHECK!/! FINAL RESOLUTION!!

PEPSISTENT/!

UNDER CALLER CONTROL ==> ../ will remain till the end



OPERATION
target: / prIVocte/‘t mp/ he/../../.. Users/crab/ Library/ App ication Suppor't/ QOM.O\PPIQ.T cc

dic > / pﬁ\/o(te/‘tmp/1/ 2/3
esolved cath: N A




Somd’oox__..clf\eckbt/__.o\udit__.‘token

OPERATION
target: /| prIVocte/‘t w\p/ he/../../ .. Users/crob/ Library/ Application Suppor't/ QOm.apple.T cc

dic > / pﬁ\/a\‘te/ ‘tmp/ 1/2/3
esolved pa‘th: /| priv«te/ ‘tmp/ /2/3/../../.. / Users/crab/ Li'or*om.// Application Suppor*t/ Qom.apple.TCC




Somdbox__.clr\eckbt/__.o\udit__.‘token

OPERATION
'toxrge't: / pﬁVoCte/ t W\P/ he/../../.. Users/crob/ L?Bromt// App lication Suppor’t/ Qom.apple.TC C

dic > / pﬁvod:e/‘tmp/ 1/2/3
e,Solved pa’th: / er ?Vate/ ‘tmp/ USQPS/ QFoJ::/ Li’or‘owy/ Applica‘tion Suppor’t/ Qom.apple.TCC




OPERATION
‘to\rge_‘t: / pﬁVocte/ t mp/ he/../../ .. Users/crob/ L.ibr‘om.// A(op lication Suploor't/ QOM.apple.T cc

dir
esolved path: VA




OPERATION
’Co\rge‘t: / prin‘te/ t mp/ he/../../.. / Users/crab/ Librart// Applica‘tion Suppor’t/ Qom.apple.TC C

dir (ot a syw\hr\k)
e,$o|ve,d pa‘th: / Users/crab/Library/Applica‘tion Suppor't/com.apple.TCC/




| @ Terminal Shell Edit View Window Help R Q & MonJun3 8:14

& @ U0 crab — -zsh — 80x24 o o o SRGOESS
' crab@see ~ % codesign -dv —--entitlements - /Applications/DADirTraverse.appl =]

1 f[J All Messages Errors and Faults

crab’s Virtual... :
Type Time Process Message

App Store
g« Automator

4 Privacy & Security
., Books

8 Calculator

57 Calendar

g2 Chess

Clock

@ Contacts

DADirTraverse

@) Dictionary

4 FaceTime

©® Find My

@4 Font Book

DADirTraverse
Application - 143 KB

Information

[ JUN ® .
'@ o

= Al CranfAarm




the fix
(e () o ()

AServerSessionQueuelRequest

FURLC rea‘te}:romFileSL/s‘temRepresen‘ta‘t?on

sandbox__checkby_aud?‘t_.'token

- removes .. / - removes . o/ - removes . ./

PERSISTENT// ONLY FOR THE TIME OF CHECK!I FINAL RESOLUTION!!



e
/

\

’-~

- -

no Paﬂn

resolution

the Tix

( diskarbitrationd

'S kDADiskMountOptionNoFo"ow
set?

yes

—--
= -§

disallow syw\hnk
and ../ in Pa\tl«




CVE-2024-27848 - LPE via
StorageKit




runs as X runs as the disk owner
migln‘t be sandboxed N

/4 \
\®

QIO\$S\Q usS PWNSS\OV\S
Méo\“

|
GSO\V\JBOXQJ
ndk checks:
usef id == disk owner id
somdloox -_check

funsS asS Cal lef

?\* @'-:-w

\\5

(. \
‘ .
J

A

S‘tora\f,eks‘td chee
- sandbox__check

runs as root + unsandboxed



OPERATION
pﬁv: user

to\rge‘t owner: root
\disk owner: root

\

st or‘o\f,e_k td

diskarbitrationd

)



IOPERATION
pﬁv: user

‘to\rge‘t owner: root
disk owner: root

st or‘o\f,e_k td

diskarbitrationd

)



\

st Of‘aﬁe_k td

OPERATION
priv: user

targe't owner: root
disk owner: root

diskarbitrationd

s



\

st Ot‘aﬁe_k td

/

/4 \
"

le

diskarbitrationd

OPERATION
eriv: root &---///
‘to\rge,‘t owner: root
disk owner: rooct

=

W



TOPERATION
privi root

disk owner: root

\

st Of‘aﬁe_k td

‘target owner: root

diskarbitrationd

m
A

)



erivi root
'targe,‘t owner: root
disk owner: root

\
diskarbitrationd

st Ot‘aﬁe_k td




@ Terminal Shell Edit View Window Help =g ® © Q & WedMar27 14:3¢

B
MNeoe 3 fish — -zsh — 112x35 ‘

Last login: Wed Mar 27 12:36:22 on ttysee2 8
fish@sonomal ~ % |




CVE-2024-44210 - Bypass
CVE-2024-27848 - LPE + TCC bypass
via StorageKit



runs as X runs as the disk owner
migh‘t be sandboxed N

/4 \
A

g ‘

xnu checks:
- QIO\SSRQ user POSIX pe,rmissior\S

- MAC callout
runs asS Co\“ef

\ %

diskarbitrationd

<

runs as root + unSomd'ooxed

diskarbitrationd checks:
- calhng user id == dick owner id
- sandbox__check

S’toro\ge_ki‘cd

s‘toroxge_kI‘CcX checks:
- sandbox__check
- Target dir id == caller id

runs as root + unsandboxed




‘to\rge;t: /‘tmp/ mnt

/ ’torageki'td
1. stat (usend) check on ‘to\rge‘t dir

(some time passes)

2. call diskarbitrationd with ‘to\f‘ge‘t dir

"Cowge't: /% Mp/ mnT



THE ATTAC K / / ‘tmp/ mnT

‘to\f‘ge‘t: /‘tmp/ link $ axl'te,r‘na\‘te Symlir\k

/ e_‘Cc/ Qups

/ ‘tor‘age_ki‘td
1. stat (userd) check on /‘tmp/ mnt

(some time passes)

2. call diskarbitrationd with /ete/. cupEs

'tou‘ge't: /ete/ cups



THE A’TTAC K / / ‘tmp/ mnT

‘to\rge‘t: /‘tmp/ link alternate symlink

\
~/ Librart// A(op ication S uppor't/ QOM.QPPIQ.TC C

/ ‘tor‘age_k it

1. sandbox__check on /‘tmp/ mnt
(some tTime passes)

2. call diskarbitrationd with
~/ Library/ Aﬂolica\‘tion Suppor't/ QOM.O\PP[Q.TCC
>

‘to\rge't: ~/ Librom.// Apphca‘tiou Suppor't/ com.apple.TC c



OPERATION
priv: user
/‘tmp/ link owner: 77
\disk owner: root

\

st or‘o\f,e_k td

diskarbitrationd

)



OPERATION
erivi user

/‘tw\p/ link owners 77
disk owner: root

st or‘o\f,e_k td

diskarbitrationd

)



\

st Of‘aﬁe_k td

il

\

OPERATION

priv: user
/‘tmp/ mnt owner: user
disk owner: rooct

» OK

diskarbitrationd

s



\

st Ot‘aﬁe_k td

@

e

eriv: root
/ete/ cuUPS owner:
disk owner: root

=

\



OPERATION
erivi root

/ e‘tc/cups owner: root
disk owner: root

\
diskarbitrationd

st Of‘aﬁe_k td

=



OPERATION

eriv: root

/ete/ CUPS owner: root
disk owner: root

l\ o

diskarbitrationd

\

st Ot‘aﬁe_k td



@ Terminal Shell Edit View Window Help Q & FriMay24 6:42

O ® =1 crab — -zsh — 130x43

crab@see ~ % sw_vers =
ProductName: macOS

ProductVersion: 14.5
| BuildVersion: 23F79

crab@see ~ % |

intosh HD

tartup Snapshot - APFS 62,83 GB
4.5 (23F79) ~

SHARED BY 5 VOLUMES

. - uscu @ Other Volumes
10,26 GB 12,45 GB

Free
40,12 GB

Mount Point (Read-Only): APFS Startup Snapshot

Type:

Capacity: 62,83 GB Owners: Disabled

Available: 40,45 GB (329,3 MB purgeable) Connection: Unknown

Used: 10,26 GB Device: disk4s1s1

Snapshot Name: com.apple.os.update-4F9A570DA7279961C47EEA2... Snapshot UUID: 8E508755-591C-4B27-AC0C-91E8E9BA4DA45



@ Terminal Shell Edit View Window Help R Q 8 ThuMay 30 12:58

@ B 0 crab — -zsh — 128x43 |

lldb « sudo lidb « sudo ~ — =zsh ftmp — -zsh np — -zsh o l
crab@see ~ % ./storagekitd-tcc.sh [ E

Allow the applications below to access files and folders.

©

L J Privacy & Security
Mount Point (Read-Only): Type: APFS Startup Snapshot

&

. Capacity: 62,83 GB Owners: Disabled
Available: 40,21 GB (541,7 MB purgeable) Connection: Unknown
Used: 10,26 GB Device: disk4s1s1

Snapshot Name: com.apple.os.update-4F9QA570DA7279961C47EEA2... Snapshot UUID: 8E508755-591C-4B27-AC0C-91E8B8EQBA4DA45

A :
e 7TAR ,- w




the ultimate fix

( diskarbitrationd

normal = o e e e s —-—-o iS kDADiskMountOPtionNoFollow
client bAQueueRequest—>. S set? _ — = =~ .

B |

\

”
/

N\

es

disallow
syw\link and
./ in patl«




CVE-2024-40783 - bypass TM
data protection via APFS




Time Machine

® TM backups are protected by TCC

® if allowed - we can access all private

@00
data
fish@sonomal ~ % s -1 /Volumes/TM
. . . . total 0
® also allowed it havmg Full Disk Ls: /Volumes/TM: Operation not permitted

Access’ permissions — —



APFS disk roles

® APFS defines various disk roles

APFS VOLUME ROLES
APFS Volumes can be tagged with certain role meta-data flags. Supported flags are:

O TM — Backup e B - Preboot (boot loader)
° R - Recovery
e V - VM (swap space)
° I — Installer
e T - Backup (Time Machine)

. . ] S - System

° D - Data
fish@sonomal ~ % diskutil apfs Llist
| +-> Volume disk3s2 9DAOCF6C-F7C7-4506-9436-

° E - Update

()06B16FBF408-- S | R B S ® X - XART (hardware security)
APFS Volume Disk (Role): disk3s2 (Backup) e H - Hardware
Name: . ™ (Case—sensxtwe) ° C - Sidecar (Time Machine)
Mount Point: /Volumes/TM ‘
Capacity Consumed: 3737165824 B (3.7 GB) ® T TNt e i)
Sealed: No
FileVault: No (Encrypted at rest)




SIP (Sandbox Plattorm Profile)

@00
long __cdecl storage_class_map()

else
{

1f ( Literal("/library/preferences/com.apple.timemachine.plist") != 0
) return allow("assign-storage-class 'TimeMachine'");
1f ( subpath("/volumes/com.apple.timemachine.localsnapshots”) )
return allow("assign-storage-class 'TimeMachine'");
if ( subpath_prefix("/volumes/.timemachine/${any_uuid}") )
return allow("assign-storage-class 'TimeMachine'");
1f ( file attribute("time-machine-device") != 0 )
return allow("assign-storage-class 'TimeMachine'");
1f ( file_attribute("time-machine-backup") !'= 0 )
return allow("assign-storage-class 'TimeMachine'");



Exploit

fish@sonomal ~ % diskutil apfs changeVolumeRole disk3s2 clear
fish@sonomal ~ % diskutil umount disk3s2

Volume TM on disk3s2 unmounted

fish@sonomal ~ % diskutil mount disk3s2

Volume TM on disk3s2 mounted

fish@sonomal ~ % Lls -1 /Volumes/TM/

total 8
drwxr-xr-x@ 5 root staff 160 Apr 11 15:02 2024-04-11-150432.previous
~rw-r--r--@ 1 root staff 563 Apr 11 15:04 backup_manifest.plist

fish@sonomal ~ % ls -1 /Volumes/TM/2024-04-11-150432.previous/Data/Users/fish
total 4373688

-rw------- + 1 root staff 14739 Apr 10 17:51 2.txt

-rw-r--r--@ 1 fish staff 3959690 Jun 2 2023 Apple Service Utility Customer.pkg
-rwxrwxrwx+ 1 fish admin 38 Mar 5 14:55 AppleServiceUtility

drwxr-xr-x@ 2 fish staff 64 Nov 7 18:56 Applications

drwx------ @ 5 fish staff 160 Mar 22 15:04 Desktop

drwx------ @ 4 fish staff 128 Apr 11 14:48 Downloads

lrwx------ + 1 fish staff 66 Apr 11 14:46 Google Drive -> /Users/fish/Library/CloudStorage/GoogleDrive-
fitzl.csaba@gmatil.com

drwx------ @ 5 fish staff 160 Feb 19 13:33 Movies

drwx------ @ 5 fish staff 160 Apr 11 14:54 Music

drwx------ @ 5 fish staff 160 Apr 11 14:54 Pictures

drwxr-xr-x@ 4 fish staff 128 Oct 24 14:24 Public

fish@sonomal ~ % ls -1 /Volumes/TM/2024-04-11-150432.previous/Data/Users/fish/Desktop
total 8

~rw-r--r--@ 1 fish staff 12 Dec 13 10:26 secret.txt

—



-1

® can no longer change / clear APFS disk roles



Disk Utility LPE



Disk Utility meets ASR

® asr (Apple Software Restore) - can restore (bit copy) one disk to another

XPC: com.apple.asr




oroblem

® Disk Utility doesn't ask for password
® allows a GUI user to restore a disk

® cxploit: restore a DMG which has a SUID binary



N
| NON
&

Internal

v &£ Macintosh HD volumes

v &5 Macintosh HD

Macintosh HD snapshot

Data

Disk Images

&~ RAM Disk
& untitled

¥ Disk Utility

View

Macintosh HD

APFS Volume Group - APFS (Encrypted)
macOS 14.4.1 (23E224)

® used @ Other Volumes
3,33TB 8,06 GB
Mount Point (Read-Only): /
Capacity: 8TB
Available: 466 TB
Used: 3,33 TB

Snapshot Name: com.apple.os.update-39AFBADD5AD7CDABO000800...

APFS Snapshots on “Data”

Name

com.apple.TimeMachine.2024-03-22-135416.local
© com.apple.TimeMachine.2024-03-26-120916.local
com.apple.TimeMachine.2024-03-26-185015.local

@) v

Date Created

22 Mar 2024 at 13:54
Yesterday at 12:09
Yesterday at 18:50

- @

Volume  First Aid

Type:
Owners:
Connection:
Device:

Snapshot UUID:

® o> O — ®

Partition Erase Restore Unmount Info

3 1B

SHARED BY 5 VOLUMES

Free
466 TB

APFS Volume Group
Disabled

Apple Fabric
disk3s1s1

73781D73-D838-442E-919B-4684B6BE232B

Tidemark Size Kind

15 snapshots

4,13 TB
4,14 TB
4,14 TB

24,03 GB Time Machine Snapshot
62,34 GB Time Machine Snapshot
63,25 GB Time Machine Snapshot

® High tidemark is 4,14 TB




conclusion
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